Honeypot - User manual

April 18, 2023

This is

(public version)

a user manual for the Honeypot computer.

Content:
1) What is Honeypot?
2) How to activate the Honeypot?
3) How to watch the Honeypot activity?

Online version of this manual:

http://joelscampos.com/projects/honeypot/usermanual .pdf

1) What is Honeypot?

Honeypot is a computer in a box as small as a smartphone.

The computer will be connected to the internet of your company to be used as a trap for cyber-
to detect and study the tricks and types of attacks used by hackers.

attackers,

The computer acts as a potential target on the internet and informs the defenders about any
as well as records all the invasor's actions,

unauthorized access attempts,
access to the system.

2) How to activate the Honeypot?

(1) Connect the Honeypot computer to a monitor, using the HDMI cable.
(2) Connect a mouse and keyboard to the Honeypot computer, using the USB ports.
(3) Connect the Honeypot computer to a power source.
(4) Log on to the Honeypot computer using:
" Username: user-a
®" Password: default@1234
(5) Give a static IP address for the Honeypot computer:
——
&1Ly
LWireless & Wired Network Setting;s i -
Add / Remove Panel ltems
. : Network Preferences
Remove "Wireless & Wired M
Panel Settings Configure: linterface~ [ ethO~
Panel Appearance _ ;
|| Automatically configure empty options
Create MNew Panel
Delete This Pane Disable IPv6
About IPv4 Address;] 192.168.2.200
IPvE Address:
Router: 192.168.2.1
Put here the IP address you :
want for this computer. DNS Servers: 8.8.8.8
DNS Search: | 8.8.4.4
Clear Apply Close
(6) Connect the Honeypot computer to your network, using a Ethernet cable.
(7) Start the Honeypot software:
Open the shell terminal, and run these commands:

sudo su - cowrie
cowrie/bin/cowrie start

10T Page 1

should he/she gain


onenote:#Honeypot%20-%20User%20manual&section-id={61D475AD-F082-484E-AE5A-EB6794EACED3}&page-id={ECA47F35-4D00-48C7-B172-34E4F4CC8C77}&object-id={B4296B0A-5681-0A47-3E31-29BE8CA3A2BF}&C&base-path=https://d.docs.live.net/da1295dc0b627756/Documents/Bloco%20de%20anotações%20de%20Joel/Oulton/IoT.one
onenote:#Honeypot%20-%20User%20manual&section-id={61D475AD-F082-484E-AE5A-EB6794EACED3}&page-id={ECA47F35-4D00-48C7-B172-34E4F4CC8C77}&object-id={48129121-5506-4C5B-ABCE-F7ADCEB63952}&25&base-path=https://d.docs.live.net/da1295dc0b627756/Documents/Bloco%20de%20anotações%20de%20Joel/Oulton/IoT.one
onenote:#Honeypot%20-%20User%20manual&section-id={61D475AD-F082-484E-AE5A-EB6794EACED3}&page-id={ECA47F35-4D00-48C7-B172-34E4F4CC8C77}&object-id={B4296B0A-5681-0A47-3E31-29BE8CA3A2BF}&44&base-path=https://d.docs.live.net/da1295dc0b627756/Documents/Bloco%20de%20anotações%20de%20Joel/Oulton/IoT.one
http://joelscampos.com/projects/honeypot/usermanual.pdf

:~S% sudo su - cowrie
[sudo] password for user-a:
:-$ cowrie/bin/cowrie start
Using default Python virtual environment "/home/cowrie/cowrie/cowrie-env"
Starting cowrie: [twistd --umask=0022 --pidfile=var/run/cowrie.pid --logger cowri
/home /cowrie/cowrie/cowrie-env/1lib/python3.18/site-packages/twisted/conch/ssh/tran
b"blowfish-cbc": (algorithms.Blowfish, 16, modes.CBC),
/home /cowrie/cowrie/cowrie-env/1ib/python3.10/site-packages/twisted/conch/ssh/tran
b"cast128-cbc": (algorithms.CAST5, 16, modes.CBC),
/home /cowrie/cowrie/cowrie-env/lib/python3.10/site-packages/twisted/conch/ssh/tran
b"blowfish-ctr": (algorithms.Blowfish, 16, modes.CTR),
/home /cowrie/cowrie/cowrie-env/1lib/python3.18/site-packages/twisted/conch/ssh/tran
b"cast128-ctr": (algorithms.CAST5, 16, modes.CTR),
Removing stale pidfile fhome/cowrie/cowrie/var/run/cowrie.pid

password = default@1234

=
"

(8) Test to see if the software is working:
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"* fcopyright.

ANTY, to the ent
Hackers will see a screen like this one here,

but they will use your public IP address
instead of 192.168.2.200.
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(9) Create a port forwarding rule in your router:
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A Mot secure | 1921682.1/7c=advancedtools/portfor..  AY & 13 % &= |

Home Hub 3000

Port forwarding

n some cases it can be necessary to open ports to allow traffic to pass through the home network modem.

Name Status Protocol Internal port External port Local IP address ! Device name
{ + } Create a new rule
Honeypot H Both 2222 2222 182.188.2.200

(10) Check if port 2222 is visible for people in the internet:

https://www.yougetsignal.com/tools/open-ports/ A & g

you get signal

Port Forwarding Tester

= your external address
= 1421

|| g

open port finder

—=r
tRenmteAddress 1421 Port Number |2222 || Check

T T 5 o Ty

@ | 4 Port 2222 is open on 1421t ) -

3) How to watch the Honeypot activity?

To see the Honeypot activity, Jjust type in (http://192.168.2.200/honeypot/) :
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http://192.168.2.200/honeypot/

A MNotszecure | 192.168.2.200/honeypot/ A a 8 E% & L s

HonNeyPot

E INPUT B REPLAY ATTACKS

First attack 13-Apr-2023, 01:18 AM

Last attack: 17-Apr-2023, 11:04 PM
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The following table displays the top 10 passwords that

attackers try when attacking the system.

e _ -
The following table displays the top 10 usernames that root 305
attackers try when attacking the system. e e
admin 14
p 7 i
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A MNotsecure | 192.168.2.200/honeypot/input.php A a8 % &8 L 3

HonNeyPot

# HOME INPL B REPLAY ATTACKS

& POST-COMPROMISE HUMAN ACTIVITY
Total number of commands: 888
Distinct number of commands: 21
Mumber of downloads (wget command) 0

Mumber of distinct downloads: 0

TOF 10 INETT e

ed curl: try curl --help ¢

283 ontent.com/C3Po
VibnBSzooEknEW
283 t u help

A Notsecure | 192.168.2.200/honeypot/replay-attacks.php A a9 E% &8 L a3

HonNeyPot

# HOME E INPUT

REPLAY INPUT BY ATTACKERS CAPTURED BY THE HONEYPOT S5YSTEM.

The following table displays a list of all logs recorded by cowrie.

23-

04-17 22:17:05 ¥y 4 | pPlayTT

2 2023-04-17 22:15:10 0.59 7 p-Play TT
3 2023-04-17 22:13:14 2.07 6 B Play TT
4 2023-04- 0.38 3 B Play TT
5 2023-04-17 13:32:57 1.76 4 B Play TT
6 2023-04-17 13:08:24 3.13 7 B Play TT
7 2023-04-15 02:12:22 0.03 3 B Play TT
8 2023-04-15 02:12:14 0.03 3 prlay TT
5 2023-04-15 02:12:08 0.03 3 Brlay TT
10 2023-04-15 02:12:02 0.03 3 Brlay TT
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