
This is a user manual for the Honeypot computer.

Content:

What is Honeypot?1)

How to activate the Honeypot?2)

How to watch the Honeypot activity?3)

Online version of this manual:

http://joelscampos.com/projects/honeypot/usermanual.pdf

What is Honeypot?1)

Honeypot is a computer in a box as small as a smartphone.

The computer will be connected to the internet of your company to be used as a trap for cyber-

attackers, to detect and study the tricks and types of attacks used by hackers.

The computer acts as a potential target on the internet and informs the defenders about any 

unauthorized access attempts, as well as records all the invasor's actions, should he/she gain 

access to the system.

How to activate the Honeypot?2)

Connect the Honeypot computer to a monitor, using the HDMI cable.(1)

Connect a mouse and keyboard to the Honeypot computer, using the USB ports.(2)

Connect the Honeypot computer to a power source.(3)

Log on to the Honeypot computer using:

Username: user-a▪

Password: default@1234▪

(4)

Give a static IP address for the Honeypot computer:(5)

Connect the Honeypot computer to your network, using a Ethernet cable.(6)

Start the Honeypot software:

Open the shell terminal, and run these commands:

sudo su - cowrie

cowrie/bin/cowrie start

(7)
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Test to see if the software is working:(8)

Create a port forwarding rule in your router:(9)
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Check if port 2222 is visible for people in the internet:(10)

How to watch the Honeypot activity?3)

To see the Honeypot activity, just type in (http://192.168.2.200/honeypot/):
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http://192.168.2.200/honeypot/


   IoT Page 4    



   IoT Page 5    


